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Abstract 

Modern web applications face increasing demands for responsive performance, scalable architecture, and robust privacy safeguards. This 

paper investigates methods for optimizing client-side data processing and storage by leveraging modern technologies—IndexedDB, Web 

Workers, TensorFlow.js, and WebAssembly—in tandem with AI techniques. We explore how these tools address performance constraints 

arising from the browser’s limited computational resources while also mitigating privacy concerns by reducing data transfers to remote 

servers. We present empirical results on processing one million data records in different scenarios (with and without AI), highlighting 

trade-offs in execution time, memory usage, and clustering accuracy. Furthermore, we analyze the economic implications of shifting 

computational workloads from central servers to client devices, demonstrating potential cost savings in high-frequency data processing 

environments. The study concludes by offering concrete recommendations for developers to create efficient, secure, and intelligent web 

applications that can handle large-scale data on the client side. 
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INTRODUCTION 

In the modern era of web development, the demand for 

efficient client-side data processing and storage has grown 

exponentially. Applications must handle increasingly large 

datasets while offering real-time interactions, data privacy, 

and a seamless user experience [1], [2], [3]. As businesses 

recognize the importance of reducing server costs and 

latency, client-side computing has become a critical research 

and development focus [4], [5]. Developers aim to build 

cost-effective solutions that leverage the user’s device 

capabilities without compromising performance or security. 

Artificial Intelligence (AI) is a key enabler for these goals, 

offering advanced data processing and analysis directly 

within the browser [6], [7], [8]. By performing tasks such as 

clustering, predictive analytics, and personalized 

recommendations locally, web applications reduce the need 

to shuttle data to remote servers, thus improving 

responsiveness and protecting sensitive user information [9], 

[3], [10]. Nevertheless, the adoption of AI on the client side 

introduces fresh challenges. Browser environments are 

resource-constrained relative to robust server infrastructures, 

highlighting the need for efficient algorithms and storage 

solutions [11], [12]. 

Recent advancements in client-side 

technologies—particularly IndexedDB for large-scale data 

storage [1], [13], Web Workers for concurrency [14], [15], 

and WebAssembly for near-native performance [11], [12], 

[16], [17]—offer new opportunities to transform traditional 

server-reliant architectures into distributed, browser-centric 

systems [18]. This paper sets out to investigate how these 

tools and methods, combined with AI frameworks like 

TensorFlow.js, can enhance performance, reduce operational 

costs, and bolster data privacy in web applications that handle 

large data volumes. 

This study explores how modern web 

technologies—IndexedDB, Web Workers, TensorFlow.js, 

and WebAssembly—can be leveraged to handle one million 

records in a browser environment. Specifically, we 

investigate the feasibility of executing AI-driven clustering 

and filtering tasks on the client side, examining both 

performance trade-offs (including execution time and 

memory consumption) and potential economic benefits of 

reducing server workloads. 

Throughout the paper, we highlight the following key 

points: 

1. A practical approach for storing and processing large 

datasets locally using IndexedDB, combined with 

parallel execution via Web Workers. 

2. A look at how TensorFlow.js, particularly with a 

WebAssembly backend, can enable browser-based AI 

models. 

3. An economic assessment illustrating how shifting 

computations to end-user devices can reduce 

operational costs. 

4. Guidelines for developers interested in integrating 

similar techniques into production-scale applications. 

The rest of this paper is structured as follows. First, we 

introduce the core technologies that support client-side data 

handling at scale. Next, we define the research problem, 

formulate key questions, and describe our methodology in 

detail. We then present experimental results, interpret the 

findings, and offer recommendations and discuss potential 

future work. 

OVERVIEW OF TECHNOLOGIES 

In this section, we review the primary technologies that 

enable large-scale client-side data processing and AI-driven 
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capabilities. Although each technology can be examined in 

much greater detail, we aim to highlight how these 

components work together to support resource-efficient and 

privacy-preserving operations directly within the browser. 

IndexedDB 

IndexedDB is a low-level API for client-side storage of 

significant amounts of structured data, including files and 

blobs [13]. Unlike LocalStorage (which is synchronous and 

limited in size), IndexedDB supports asynchronous 

operations and offers higher storage capacity, making it 

well-suited for modern web applications that require efficient 

data handling [1]. Its primary advantage lies in enabling 

offline-first experiences and storing large datasets locally 

without relying on server roundtrips. 

However, IndexedDB comes with challenges, including its 

relatively complex API and potential compatibility issues 

across different browsers. This study evaluates IndexedDB’s 

performance and usability in scenarios involving AI-driven 

data processing, taking into account concurrency patterns 

discussed by Crockford [1] and Resig et al. [2]. 

Web workers 

Web Workers provide a mechanism to execute JavaScript 

in a separate thread, allowing heavy computations to run 

without blocking the main browser thread [2], [14]. This is 

especially crucial for tasks like data parsing, sorting, or 

machine learning model execution, which can otherwise lead 

to degraded user experiences. Official best practices for Web 

Workers are outlined by Mozilla Developer Network [14] 

and Google Chrome Developers [15]. 

By offloading intensive computations to Web Workers, 

web applications can remain responsive while handling 

complex tasks. Existing research highlights their use in 

parallelizing data processing [19], [20]. This study explores 

the integration of Web Workers for efficient data 

preprocessing and AI inference (as illustrated in the 

client-side data flow, Figure 2) in line with distributed 

computing techniques [18]. 

TensorFlow.js 

TensorFlow.js is a JavaScript library for training and 

deploying machine learning models in the browser [7], [8], 

[21]. It enables client-side execution of AI algorithms, 

reducing dependency on server resources and enhancing 

privacy by keeping data local [6], [9], [3]. The library 

supports various pre-trained models and custom training 

pipelines, making it versatile for diverse use cases [4]. 

In this study, TensorFlow.js is utilized for tasks such as 

clustering and predictive analytics. As pointed out by 

OpenAI’s technical report [5], edge AI systems (including 

GPT models) can feasibly run on client devices, provided 

efficient model architectures and hardware acceleration are 

available. 

WebAssembly 

(Times New Roman, 10pt, Title Case, Left, Before & After 

Space 6&3) 

WebAssembly (Wasm) is a binary instruction format 

designed for high-performance applications [11], [17]. It 

allows developers to run code written in languages like C++ 

or Rust in the browser at near-native speed. Wasm is 

particularly beneficial for computationally expensive 

operations—such as matrix calculations or AI 

inference—that are common in data-intensive applications 

[12], [22]. 

While other works underscore the potential of 

WebAssembly in accelerating AI inference [12], [16], [22], 

this study investigates the impact of combining 

WebAssembly with TensorFlow.js to improve client-side 

performance, building on discussions of WebAssembly’s 

role in modern web application development [16]. 

WebGPU 

WebGPU is a modern API that provides direct access to 

GPU hardware, enabling high-performance graphics and 

compute operations in the browser. It is particularly useful 

for accelerating AI workloads, such as training and inference 

of deep learning models, by leveraging the parallel 

processing capabilities of GPUs. 

LocalStorage 

LocalStorage is a synchronous API for storing stringified 

data in the browser with a typical limit of 5–10 MB per 

domain. While suitable for small datasets or metadata [23], 

LocalStorage is not designed for handling large volumes of 

data due to its storage limitations and synchronous nature, 

which can block the main thread and degrade user 

experience. Consequently, this study excludes LocalStorage 

from experimental evaluation due to its inability to handle the 

required dataset size (1 million records) [1], [23]. 

PROBLEM STATEMENT 

While not all web applications handle millions of records 

locally, certain categories—such as offline-first PWAs, 

privacy-sensitive analytics tools, and interactive ML-driven 

dashboards—have begun adopting large-scale client-side 

data processing. Improved browser APIs (IndexedDB, Web 

Workers) and frameworks (TensorFlow.js) now enable 

AI-driven features without relying solely on remote servers 

[7], [12], [3], [22]. 

Such an approach offers several advantages: Reduced 

reliance on servers and potentially significant cost savings, as 

a portion of the computational workload is shifted to user 

devices [4], [5], [18]. Improved privacy, since sensitive data 

does not need to leave the user’s machine [3], [10]. Lower 

network latency and better offline capabilities, contributing 

to a more responsive user experience. 

But despite the growing capabilities of modern browsers, 

developing large-scale data processing on the client side 

poses multiple challenges: 

1. Performance Constraints: Browsers have limited 

memory and CPU resources relative to dedicated 

server environments [1], [11]. Implementing real-time 
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analytics or machine learning inference at scale 

requires carefully optimized algorithms and runtime 

strategies [9], [8]. 

2. Scalability Issues: Handling one million records in a 

local database like IndexedDB tests the limits of 

asynchronous operations and concurrency patterns 

[13], [24]. Applications must ensure seamless 

read-write operations without blocking critical user 

interactions. 

3. Data Privacy Considerations: Users increasingly 

demand that sensitive data remain under their control, 

or at least not travel to external servers [3], [10]. 

Localized, AI-driven processing can address these 

concerns—but only if it meets performance targets [2], 

[12]. 

4. Economic Implications: Traditional server-based 

infrastructure may incur significant costs when 

millions of data records are processed repeatedly 

throughout the day [4]. Moving computation to client 

devices can reduce server load and potentially generate 

substantial cost savings [5], [18]. 

These challenges lead to a set of fundamental research 

questions: 

1. To what extent can IndexedDB and Web Workers 

improve performance and responsiveness in 

data-intensive client-side applications? 

2. How can TensorFlow.js-based AI models contribute to 

real-time decision-making or pattern detection on the 

client side? 

3. What is the role of WebAssembly in accelerating 

resource-intensive computations, particularly in 

AI-driven workloads? 

4. How do these approaches collectively impact the 

financial viability of large-scale web applications 

when scaled to thousands or even millions of daily 

requests? 

 
Figure 1. Traditional server-side data processing workflow, 

illustrating data transfer between the browser and remote 

servers for computation 

METHODOLOGY 

Experimental Setup 

All experiments were conducted on a MacBook Pro M1 

Max with 64 GB of RAM, running macOS 15. We chose 

Google Chrome (version current as of early 2025) as our 

primary browser because, at the time of the study, it held the 

largest market share among desktop browsers. This choice 

reflects a realistic environment for a wide spectrum of end 

users. 

Browser Performance API 

Execution times were recorded using the browser’s built-in 

performance API, which provides high-resolution timing 

data in milliseconds. Each test scenario (filtering, grouping, 

AI-driven clustering, etc.) was executed independently in a 

small custom web application. During a single test run, only 

that specific scenario was enabled, ensuring minimal 

interference from other scripts or tasks. 

Data Volume and Structure 

Each test scenario processed 1,000,000 records with the 

following JSON structure: 

Id: Unique identifier for the record 

Amount: Numerical field (e.g., transaction or event value) 

Category: Categorical label indicating a type or group 

Date: Timestamp or date-time string 

UserId: Identifier to link records with specific users 

TrueCluster: A ground-truth or reference cluster label 

(e.g., assigned for validating the clustering accuracy). The 

core client-side methodology leverages IndexedDB for 

persistent storage and Web Workers for parallelizing 

computations, optionally incorporating TensorFlow.js for AI 

tasks, as depicted in Figure 2. 

Server-Cost Estimation 

To gauge potential cost savings, we employed an averaged 

server processing time for key data operations. While this 

study does not detail the exact breakdown of server resource 

usage (e.g., CPU vs. memory), it uses a simplified model of 

$0.005 per 1M record processed, following prior research [4], 

[5]. By comparing local (in-browser) and remote server 

computations, we illustrate economic implications for 

high-frequency data processing. We also assume that around 

50% of computations can be shifted to the client side. 

Test Isolation 

Before each test run, the web application was reloaded, and 

only one type of experiment (e.g., filtering with Web 

Workers, clustering with TensorFlow.js) was initiated. This 

process helped ensure that no residual data or in-memory 

caching from previous runs skewed the results. 
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Figure 2. Proposed client-side data processing workflow, showcasing the use of IndexedDB for local storage, Web Workers 

for background processing, and TensorFlow.js for in-browser AI clustering 

RESULTS FROM EXPERIMENTS 

The experimental findings underscore the practical applications—and limitations—of client-side technologies and 

AI-driven approaches, as shown in Table 1. 

Table. 1: Results of experimental evaluation of client-side technologies. 

 
 

The integration of TensorFlow.js into client-side 

applications has demonstrated significant potential for 

enabling AI-driven functionalities, such as clustering and 

predictive analytics, directly within the browser. However, 

the performance and effectiveness of these models depend 

heavily on the backend execution environment and the 

complexity of the features used. 

 
Figure 3. Execution Time Comparison by Group and 

Operation. 
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Figure 4. Memory Usage Comparison by Operation. 

 
Figure 5. Clustering/Grouping Accuracy (Purity) by 

Operation. 

Figures 3–5 illustrate execution times, memory footprints, 

and clustering purity for different operational modes. Taken 

together, these results demonstrate that while browser-based 

AI for large datasets is feasible, developers must balance 

performance constraints with user experience and memory 

availability [11], [16], [20]. 

Table 2: Potential financial savings. 

 

Performance Gains and Trade-Offs 

IndexedDB proved effective for locally storing large data 

volumes, including data sets containing up to one million 

records. Although writing such extensive data can be 

time-consuming, its asynchronous architecture helps prevent 

blocking of the main thread, so the application’s interface 

remains responsive [13]. In the Group 1: Without AI 

scenario—focusing primarily on filtering and 

grouping—filtering took about 471 ms at around 202 MB of 

memory usage, while grouping completed in just 3.5 ms at 

215 MB. These results show that basic data operations on 

large IndexedDB-stored data can be performed quite swiftly 

(especially grouping), provided the logic is well optimized 

and does not rely on heavy computation. 

However, dealing with millions of records underscores the 

need for batch inserts and careful transaction management. 

Inserting or updating data one record at a time can 

significantly increase overall delays. Once the data is already 

in IndexedDB, subsequent read-filter operations are executed 

asynchronously, allowing the UI to continue rendering and 

handling events without “freezing.” As a result, IndexedDB 

becomes a solid choice for applications that need both to 

store and process large datasets locally, as long as developers 

leverage its asynchronous nature and structure transactions 

wisely. 

For scenarios that require complex filtering or grouping 

(especially over hundreds of thousands or a million records), 

Web Workers can substantially reduce main-thread 

blocking and enhance overall interface smoothness [14], 

[15]. In Group 3 of the experiments, filtering in a worker took 

approximately 242.9 ms—faster than the 471 ms observed in 

Group 1 (Without AI). Nonetheless, the data transfer between 

the main thread and the worker introduces overhead: in the 

tests, retrieving filtered results took around 1553.5 ms, and 

retrieving grouped results was about 2316.7 ms. 

Thus, total performance benefits from the offloading of 

heavy computations (keeping the UI responsive), but final 

timings also factor in the serialization and passing of data 

back to the main thread. For grouping in a worker, 

calculations themselves took about 400.8 ms, followed by 

roughly 2316.7 ms to return the results, during which peak 

memory usage reached 320 MB. In some cases, the higher 

latency from sending data back can offset the gains from 

parallel processing. 

Web Workers are crucial for improving UX (ensuring 

animations and interactions remain fluid), but careful 

planning of data exchanges—such as using Transferable 

Objects or optimizing data formats—plays a key role. This is 

especially true when dealing with millions of records that 

must be processed and then returned to the main thread. 

While IndexedDB and Web Workers provide robust 

solutions for large-scale data processing, it is important to 

note that localStorage is not a viable alternative due to its 

inherent limitations. It is limited to a maximum storage 

capacity of 5-10 MB per domain, depending on the browser. 

This restriction makes it unsuitable for applications that need 

to store or process large volumes of data, such as the 1 

million records used in this study. Additionally, localStorage 

operates synchronously, which can block the main thread and 

degrade user experience, especially when dealing with 

significant amounts of data [1], [23]. Therefore, while 

localStorage may be useful for small-scale storage needs, it is 

entirely impractical for large-scale data processing tasks. 
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AI Model Execution 

TensorFlow.js TensorFlow.js allows for the execution of 

machine learning models directly in the browser using 

JavaScript. While this approach provides the advantage of 

running AI tasks locally, the default JavaScript backend often 

struggles with performance, particularly for computationally 

intensive tasks like clustering large datasets. In our 

experiments, the JavaScript backend exhibited noticeable 

latency, especially when processing one million records. This 

performance bottleneck is primarily due to the 

single-threaded nature of JavaScript and its limited ability to 

leverage hardware acceleration effectively [7], [12]. 

To address the performance limitations of the JavaScript 

backend, we explored the use of WebAssembly (Wasm) as 

an alternative execution environment for TensorFlow.js. 

WebAssembly provides near-native performance by 

compiling code written in languages like C++ or Rust into a 

binary format that runs efficiently in the browser. When 

TensorFlow.js was configured to use the WebAssembly 

backend, we observed significant speed improvements, 

particularly for repeated inference tasks. For example, 

clustering operations that took over 12 seconds with the 

JavaScript backend were completed in approximately 3.6 

seconds using WebAssembly [12], [22]. 

However, these performance gains come at a cost. The 

WebAssembly backend consumes more memory compared 

to the JavaScript backend, which can be a limiting factor on 

devices with constrained resources, such as mobile phones or 

low-end laptops. Despite this trade-off, the speed 

improvements make WebAssembly a compelling choice for 

applications that require real-time or near-real-time AI 

inference [7], [12]. Utilizing Web Workers in conjunction 

with the WebAssembly backend yielded only marginal 

further speed improvements for clustering in our tests, 

suggesting that the primary bottleneck might shift towards 

memory access or other factors when using Wasm. 

In our experiments, the clustering accuracy achieved using 

TensorFlow.js was approximately 70%. While this level of 

accuracy may be acceptable for some applications, it suggests 

that the model's effectiveness is limited by the simplicity of 

the features used. In this study, we primarily relied on basic 

features such as "Amount" and "User ID" for clustering tasks. 

These features, while easy to implement, may not capture the 

full complexity of the underlying data patterns. To improve 

clustering accuracy, developers could incorporate additional 

features such as transaction frequency, geographic location, 

or time-based patterns. [6], [8], [19]. 

Economic Implications 

Shifting to client-based processing can substantially 

decrease server overhead. Assuming an average of 500,000 

records per request: Cost per request: $0.0025. Daily cost for 

50,000 requests: 50,000 × $0.0025 = $125 per day $125 × 30 

= $3,750 per month. Which is an avarage saving of 

$1,875 × 12 = $22,500 per year. 

These numbers are illustrative, based on simplifying 

assumptions about data volumes, request patterns, and 

cost-per-record metrics. In reality, total expenses may 

fluctuate based on: 

Concurrency and Infrastructure. High-traffic web 

applications may require robust load balancing and 

auto-scaling on the server side. If computations shift to the 

client, certain operational costs (like CPU hours in a cloud 

environment) could be reduced more dramatically. 

Alternatively, unpredictable traffic spikes might still demand 

strong server capacities for non-data-processing tasks (e.g., 

authentication, security checks). 

User Device Capabilities. Not all devices handle 

large-scale client-side processing equally. Low-end 

smartphones or older laptops may struggle to efficiently run 

intensive AI or data-aggregation tasks, potentially impacting 

user experience. In turn, developers might need additional 

optimizations to avoid harming engagement or losing 

customers. 

Network and Battery Usage. Even though the server load 

decreases, individual users may experience increased energy 

consumption (battery drain on mobile devices) and higher 

local CPU usage. These user-side factors do not directly 

translate into server cost, but they can affect overall 

satisfaction and device performance. Striking the right 

balance remains a design trade-off. 

Feature Requirements and Partial Processing. Real 

applications might not process the full 500,000-record set on 

every request. Some scenarios could rely on incremental or 

partial data updates, reducing both the server and client 

workloads. Thus, actual savings could vary from a few 

hundred to tens of thousands of dollars per month, depending 

on how frequently large computations occur and whether 

advanced caching or pre-aggregation is used. 

Regional and Usage Differences. Cloud providers price 

their services differently across regions, and the $0.005 per 

million records figure might change due to demand-based 

pricing, negotiated enterprise discounts, or new service tiers 

over time. Similarly, the ratio of mobile to desktop users, 

daily usage patterns, and concurrency limits all influence the 

final cost-benefit analysis. 

Insights on Data Privacy 

Moving data-intensive tasks to the client places more 

control in users’ hands, aligning with rising privacy standards 

[3], [10]. By limiting the transfer of personal or sensitive data 

to external servers, this approach reduces exposure to 

man-in-the-middle attacks and third-party breaches. Users 

can potentially maintain stricter oversight of their 

information, contributing to a heightened sense of trust and 

compliance with privacy-centric regulations (e.g., GDPR). 

However, privacy at the design level is only half of the 

puzzle; security must also be addressed. Even if data resides 

in the user’s browser, it remains susceptible to various local 

threats. Browser-based databases like IndexedDB can store 

large volumes of records, but they typically rely on the 

standard sandboxing mechanisms of the web platform. If an 

attacker gains access to the local machine or exploits a 
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cross-site scripting (XSS) vulnerability, they may be able to 

read or manipulate information stored in IndexedDB. 

Additionally, shared or public computers pose a risk, as 

multiple users might inadvertently access the same local data 

unless carefully isolated or cleared upon session completion. 

In scenarios involving sensitive personal data (e.g., 

financial transactions, health records, or identity attributes), 

robust encryption techniques become essential. While some 

client-side libraries offer at-rest encryption before writing 

data to IndexedDB, implementing and managing keys 

securely remains an active challenge. The same user 

experience gains from offline availability can turn into a 

liability if a device is lost or compromised. Developers must 

consider whether encryption keys are derived from user 

credentials, stored in a secure enclave (like the Web Crypto 

API combined with hardware-backed key stores), or 

managed through a hybrid cloud approach where only a token 

is stored locally. 

Beyond technical safeguards, educating users about their 

responsibilities in safeguarding local data is also important. 

Clearing local storage, setting up passcodes on devices, and 

installing security patches can reduce the risk of unauthorized 

access. As AI-driven functionalities evolve, additional 

considerations for privacy-preserving computation may 

arise—such as using differential privacy methods or secure 

multiparty computation to further protect user information at 

inference time. 

Real-World Use Cases for Client-Side Clustering 

Although clustering within TensorFlow.js is demonstrated 

here primarily for research purposes, it has practical 

applicability in a range of real-world scenarios: 

• E-commerce Recommendations: Online storefronts 

can cluster user behavior data (browsing patterns, 

purchase history) locally to offer real-time product 

suggestions or bundle deals—without exposing 

sensitive user metrics to external servers. 

• Fraud Detection: Banking and financial service 

platforms can perform local transaction grouping or 

anomaly detection. By identifying suspicious patterns 

directly on the client side, institutions reduce server 

overhead and address growing user concerns about data 

privacy. 

• Social Media Personalization: Client-side clustering 

can create interest-based groupings for content feeds, 

recommendations, or friend-suggestion algorithms, 

allowing a high degree of personalization while 

retaining user data locally. 

By enabling such AI-driven functionalities to run within 

the end-user’s browser, developers can balance performance, 

privacy, and cost-efficiency. The resulting benefits may 

include faster response times for users, lower recurring 

infrastructure expenses for providers, and reduced risk of 

personal data exposure to third parties. 

CONCLUSION 

In this study, we have examined the potential of modern 

browser technologies—such as IndexedDB, Web Workers, 

and WebAssembly—combined with the TensorFlow.js AI 

framework to enable large-scale data processing and 

analytics directly within the client-side environment. 

Through a series of experiments, we evaluated key 

performance metrics, including execution time, memory 

consumption, clustering accuracy, and cost efficiency, while 

processing one million records. Our findings underscore the 

significant promise of client-side architectures for handling 

large datasets, while also highlighting the practical 

challenges and trade-offs that developers must consider. This 

research provides valuable insights into how client-side 

processing can be leveraged to create more efficient, 

privacy-conscious, and cost-effective web applications. 

Key Takeaways: 

1. Optimized Client-Side Data Processing: IndexedDB 

provides robust storage for substantial datasets, albeit 

with a need for careful management of read/write 

operations to maintain UI responsiveness [1], [13]. By 

leveraging IndexedDB for storage and Web Workers 

for computation, developers can achieve a balance 

between performance and scalability, ensuring that 

large datasets are handled efficiently without 

compromising the user experience. However, the 

limitations of localStorage highlight the importance of 

choosing the right client-side storage solution based on 

the specific requirements of the application. 

2. AI-Driven Insights: Employing TensorFlow.js on the 

client is feasible and can reveal real-time patterns in 

user data, especially when combined with a 

WebAssembly backend for performance gains [7], 

[12], [22]. 

3. Concurrency with Web Workers: Integrating Web 

Workers for CPU-intensive tasks is critical to avoid 

freezing the UI, although data transfer overhead can 

dampen overall performance improvements [14], [15], 

[18]. 

4. Economic Benefits: Offloading tasks from servers to 

client devices can yield significant cost savings at 

scale, making this approach attractive for large 

enterprises and startups alike. 

FUTURE WORK 

Based on our findings, several avenues for future research 

emerge: 

• Enhancing AI Models and Features: Investigating more 

sophisticated machine learning algorithms beyond basic 

clustering and incorporating richer feature sets (e.g., 

temporal patterns, user demographics, transaction 

sequences) could significantly improve the accuracy 

and utility of client-side AI. 

• GPU Acceleration: Exploring the potential of WebGL 

and, more prominently, the emerging WebGPU API to 
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accelerate TensorFlow.js computations could offer 

substantial performance boosts, particularly for 

complex models and larger datasets, potentially 

mitigating the higher memory usage seen with 

WebAssembly [20]. 

• Optimization of Worker Communication: Further 

research into minimizing the overhead associated with 

data transfer between the main thread and Web 

Workers, perhaps through advanced serialization 

techniques or strategic use of SharedArrayBuffer and 

Transferable Objects, is warranted, especially when 

dealing with frequent updates or large result sets. 

• Security and Privacy Enhancements: Developing 

standardized and robust client-side encryption methods 

for data stored in IndexedDB, along with exploring 

privacy-preserving AI techniques like federated 

learning or differential privacy within the browser 

context, is crucial for sensitive applications. 

• Cross-Device Performance Benchmarking: Conducting 

extensive performance tests across a wider range of 

devices (including low-end mobile phones and older 

hardware) would provide a more comprehensive 

understanding of the real-world applicability and 

potential UX impacts of intensive client-side 

processing. 

As browser capabilities continue to evolve, the integration 

of AI-driven functionalities on the client side is poised to 

become an increasingly powerful design paradigm, balancing 

efficiency, privacy, and financial viability in modern web 

applications [9], [3], [25], [10]. 
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