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Abstract

TARA, which stands for Threat Analysis and Risk Assessment, is a fundamental first step in automotive cybersecurity. Numerous TARA
models have been introduced to align with industry standards, with EVITA being one of the prominent models referenced in ISO/SAE 21434,
EVITA comprehensively models threats associated with vehicular systems and assesses their severity and feasibility, making it one of the
most thorough models available. However, since EVITA is based on European best practices, it is crucial to evaluate whether it meets
Canadian standards. In this study, the VCAT (Canada Vehicle Cybersecurity Assessment Tool) has been employed to assess the EVITA
model. VCAT is designed to evaluate risk assessment projects based on Canadian criteria and has been specifically used to analyze the risk

assessment phase of EVITA.
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INTRODUCTION

Drowsiness represents a transitional Vehicular systems are
becoming increasingly advanced, incorporating modern
Electronic Control Units (ECUs) and sophisticated
communication systems. Additionally, emerging
technologies such as intelligent transportation systems,
autonomous vehicles, and electric vehicles are transforming
the industry. The growing reliance on cyber-physical
systems, which heavily depend on communication, has led to
the concept of "connected vehicles" [1]. This technological
evolution has significantly increased the integration of
software and connectivity in vehicles, consequently raising
major security concerns [2]. As a result, connectivity and
communication systems have become primary points of
vulnerability, leading to various security challenges [3].

Moreover, beyond the importance of security and privacy,
these factors have interconnected consequences that impact
various critical aspects, including safety, financial stability,
and operational efficiency. Security threats pose severe safety
risks; for instance, hacking into essential systems like brakes
or steering could lead to catastrophic accidents and injuries
[4]. Privacy concerns arise as vehicle data—such as driving
habits, location information, and personal details—becomes
vulnerable to unauthorized access [4]. Financially, a
large-scale cyberattack could disrupt manufacturing
processes, dealerships, and connected car services, resulting
in significant financial losses [5]. Additionally, security
breaches can compromise the core functionalities of vehicles,
affecting their reliability and overall operational efficiency
[6].

To mitigate these risks, implementing robust cybersecurity
measures is crucial for the automotive industry. Since 2010,
various guidelines and best practices have been released, all

emphasizing the importance of threat analysis and risk
assessment (TARA) in developing effective mitigation
strategies and implementing cybersecurity. TARA involves
identifying potential threats based on the vehicle’s structure
and assessing their significance in terms of severity and
feasibility. It provides valuable insights that guide the
selection of appropriate countermeasures.

Notably, the most practical TARA models designed
specifically for the automotive industry, such as EVITA[7]
and HEAVENS]J8], are primarily based on European best
practices and standards. However, it is crucial to determine
whether these models comply with Canadian regulatory
requirements. To assess their maturity and effectiveness,
various evaluation tools can be utilized. One such tool is
VCAT [9], introduced by the Government of Canada to
verify whether TARA models align with Canadian standards.
In this study, EVITA, a comprehensive European TARA
model, has been evaluated using VCAT to determine its
suitability for implementation in the Canadian automotive
sector.

The study is structured as follows: The second section
provides background information, covering cybersecurity in
the automotive industry, TARA models, and relevant
standards. The third section explores VCAT and details the
evaluation of the EVITA model using this tool. The fourth
section presents recommendations for enhancing EVITA to
better align with Canadian metrics. Finally, the last section
summarizes the study's conclusions.

BACKGROUND

Cybersecurity of automotive industry

Cybersecurity encompasses a range of technologies,
strategies, and best practices designed to prevent and mitigate
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cyber threats [10]. Its primary goal is to safeguard systems,
applications, computing devices, sensitive information, and
financial assets from malicious attacks, including computer
viruses and sophisticated ransomware threats [11].
Essentially, cybersecurity involves securing networks,
devices, and data from unauthorized access or criminal
exploitation while ensuring the confidentiality, integrity, and
availability of information [12].

In the automotive sector, cybersecurity plays a vital role in
safeguarding drivers, passengers, vehicles, and associated
digital assets [13]. As modern vehicles integrate advanced
digital systems, extend their IT infrastructure to backend
services, and increasingly rely on software-driven
functionalities, they become prime targets for cyber threats.
Consequently, cybersecurity has emerged as a critical quality
parameter in the automotive industry [14]. Beyond the risk of
cyberattacks, ensuring strong security measures is essential
to prevent potential legal and reputational consequences for
automotive manufacturers and stakeholders [15].

In conclusion, cybersecurity has become a crucial element
in the automotive industry, especially as vehicles advance
with greater connectivity and autonomy. Implementing
strong security measures is vital not only for protecting
automotive systems and data but also for ensuring driver
safety, safeguarding personal information, and securing
autonomous vehicle operations.

Over the past decade, several organizations have
introduced cybersecurity standards and guidelines to tackle
these growing concerns. In 2015, the National Institute of
Standards and Technology (NIST) established a set of
recommendations to enhance vehicle cybersecurity [16],
[17]. A year later, the Automotive Information Sharing and
Analysis Center (Auto-ISAC) launched its Automotive
Cybersecurity Best Practices to improve industry-wide
security protocols [18]. The most recent and extensive
framework, ISO/SAE 21434, was developed in 2021 by the
International Organization for Standardization (ISO) and the
Society of Automotive Engineers (SAE), outlining a
structured methodology for managing cybersecurity risks in
road vehicles [19].

ISO/SAE 21434 comprises 15 clauses that address key
aspects of cybersecurity management, including risk
identification, security integration during vehicle design,
threat analysis, and response strategies. This framework
ensures that cybersecurity remains a priority throughout a
vehicle’s lifecycle, covering phases from development and
production to post-production maintenance. Notably, Clause
15 focuses on Threat Analysis and Risk Assessment (TARA),
highlighting its role as a critical step in proactively
identifying and mitigating cybersecurity threats [19].

TARA

Before implementing cybersecurity measures, it is
essential to detect and assess threats associated with security
concerns. Analyzing risks and measuring their consequences
and feasibility is crucial for effective cybersecurity
implementation [20]. Threat Assessment and Risk Analysis

(TARA) plays a vital role in this process, especially for
connected vehicles and systems vulnerable to cyber threats.
TARA serves as a proactive measure and a foundational step
in cybersecurity by assessing potential cyber threats, rating
the associated risks, and recommending appropriate
mitigations, as illustrated in Fig. 1[21].
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Figure 1: The Role of TARA in Cybersecurity
Implementation

While TARA is applicable to various cyber systems, it is
particularly emphasized in ISO/SAE 21434 (2021), NIST,
and Auto-ISAC guidelines for securing automotive
systems[17], [18], [19]. In the automotive industry, TARA is
an efficient method for ensuring robust defense and
significantly reducing costs during the early stages of vehicle
development[22]. By analyzing threats to vehicle systems
and defining hierarchical defenses along with corresponding
mitigations, TARA plays a critical role in automotive
cybersecurity. In essence, TARA provides a systematic
approach to identifying, assessing, and addressing security
threats, making it a fundamental methodology in the field of
automotive cybersecurity.

TARA in Literature

Although the process and framework of TARA are
discussed in ISO/SAE 21434, the standard does not provide
measurable and specific algorithms, relying mostly on
recommendations. Therefore, it is essential to explore TARA
models in the literature and draw inspiration from them for
real-world implementation. Before discussing the TARA
models in the literature, it is important to note that ISO/SAE
21434 outlines TARA as consisting of two main parts: threat
analysis and risk assessment. Threat analysis involves
identifying potential threats, associated assets, and attack
paths, and demonstrating their relationships. Risk assessment
measures the severity and feasibility of attacks to evaluate the
level of monitoring and mitigation required for each attack
vector. Some TARA models primarily address threat
analysis, while others focus on risk assessment. The steps of
threat analysis and risk assessment, separately, and their
relationship based on ISO/SAE 21434, are illustrated in Fig.
2. Some models rely on and explore certain steps in more
detail.

For example, STRIDE, released by Garg and Kohnfelder
at Microsoft in 1999, is known as a threat modeling approach
that addresses different types of vulnerabilities, as indicated
in Fig. 3. These include Spoofing, Tampering, Repudiation,
Information Disclosure, Denial of Service, and Elevation of
Privilege [23]. This approach helps identify associated
vulnerabilities in any cyber-physical system, including
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automotive systems, and primarily focuses on threat scenario
identification. On the other hand, the Common Vulnerability
Scoring System (CVSS), released by the CVSS Special
Interest Group (CVSS-SIG) under the auspices of the Forum
for Incident Response and Security Teams (FIRST),
primarily addresses risk assessment. CVSS measures and
evaluates the severity and impact of threats exploiting system
vulnerabilities [24]. This scoring system is recognized and
validated by most standards and guidelines, including
ISO/SAE 21434 and NIST.
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Figure 2: Steps of TARA According to ISO/SAE 21434

Among the various models addressing parts of TARA,
some provide a more comprehensive evaluation, including
both threat analysis and risk assessment.

For instance, FMVEA, based on Failure Mode and Effects
Analysis (FMEA), extends the traditional approach by
incorporating security-related threat modes. This method not
only identifies potential failure modes but also assesses the
frequency and probability of security threat modes, providing
a comprehensive evaluation of both safety and security risks
[25]. The analysis consists of qualitative and quantitative
components. The qualitative part includes identifying the
failure cause, failure mode, effect, status, and overall impact.
The quantitative part involves assessing severity,
susceptibility, probability, and overall risk. This integrated
approach enables a thorough understanding of both failure
and threat scenarios, facilitating more robust risk
management [26].

Repudiation: Denying actions

or events, making it difficult

to prove what happened (e.g..
not logging actions).

Tampering: Modifying data or
code to cause harm (e.g..
altering messages or files).

Spoofing: Impersonating
something or someone else
(e.g.. a fake login page).

Elevation of Privilege:
Gaining unauthorized access
to higher privileges (e.g.. a
regular user becoming an
admin).

Information Disclosure:
Unauthorized access to
confidential data (e.g.. data
leaks or breaches)

Denial of Service (DoS):
Disrupting or preventing
legitimate access fo resources
(e.g.. overwhelming a server).

Figure 3: STRIDE definition

One of the most practical TARA models is Threat,
Vulnerability, and Risk Analysis (TVRA). This model
systematically identifies system assets and associated threats
by evaluating the likelihood and impact of potential attacks.
TVRA is regarded as a straightforward approach for risk
assessment, particularly in automotive cybersecurity. It
provides a structured methodology for assessing and
prioritizing threats and vulnerabilities, thereby enabling
effective management of cybersecurity risks. By modeling
various attack scenarios, TVRA helps determine overall risk
and guides the implementation of appropriate mitigations

[26].

In addition, the MITRE ATT&CK Matrix is a
comprehensive  framework developed by MITRE
Corporation to describe and categorize the tactics,

techniques, and procedures (TTPs) used by adversaries in
cybersecurity attacks. ATT&CK stands for Adversarial
Tactics, Techniques, and Common Knowledge. This matrix
helps cybersecurity professionals understand, detect, and
respond to various cyber threats and is widely used in North
America [27]. MITRE supports the TARA process by
introducing three different metrics and databases, as follows:

e CAPEC (Common Attack Pattern Enumeration and
Classification): Provides a brief overview of attack
patterns, including their goals and methods [28].

¢ CWE (Common Weakness Enumeration):
Standardizes the identification, description, and
categorization of software and hardware weaknesses
[29].

e CVE (Common Vulnerabilities and Exposures):
Offers a publicly accessible list of cybersecurity
vulnerabilities and exposures, linked to the CVSS
scoring system to facilitate risk assessment [30].

These tools collectively enhance the effectiveness of
TARA by providing detailed insights into both threat analysis
and risk assessment. While various TARA models are
frequently used in the context of cyber-physical systems, to
the best of our knowledge, only two comprehensive models
have been developed and expanded exclusively for the
automotive industry: EVITA and HEAVENS.
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Asset-base

Table 1: Overview of TARA Models: Comparative Analysis of Key Features and Applications

(TA: Attack tree) (RA: Impact: safety,
financial, operational, privacy
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(TA: STRIDE) (RA: Impact: safety,
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susceptibility, Probability, Risk)
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TVRA v v X 4 4 X Asset-base  TA+RA likelihood+ impact+ unwanted

The HEAVENS (HEAIling Vulnerabilities to Enhance
Software, Security, and Safety) security project is a
collaborative initiative between Volvo and Chalmers
University, launched in 2013 [31]. HEAVENS formulates
security requirements, performs threat analysis, and provides
a comprehensive attack path that demonstrates the
relationship between assets and vulnerabilities during the
threat analysis phase [8], [23]. In the risk assessment phase,
HEAVENS evaluates severity criteria as outlined in
ISO/SAE standards, but it covers only four of the suggested
criteria for feasibility.

Introduced in 2008, EVITA (E-safety Vehicle Intrusion
Protected Applications), a joint project between the European
Union and the Seventh Framework Program for research and
technological development of the European Community,
focuses on threat identification and risk assessment for
automotive vehicles in Europe [7]. It investigates the
on-board network of vehicles, which includes embedded
electronic control units (ECUs), sensors, and actuators

incident

interconnected through various bus systems. EVITA’s risk
assessment employs a cybersecurity perspective and utilizes
a "dark-side scenario" methodology to identify threats. This
approach involves categorizing attack motives, evaluating
attacker capabilities, and modeling attacks using attack trees.
These trees depict potential attack paths, with nodes
representing attack goals, objectives, and targets, such as
vehicle users and passengers. The severity of attacks is
assessed based on financial, safety, operational, and privacy
criteria, as well as factors like elapsed time, hacker expertise,
system  knowledge,  opportunity  windows, and
equipment—criteria that align with ISO/SAE 21434 for both
severity and feasibility. The final analysis involves
evaluating threats and risks associated with identified attack
methods and assets [7], [32].

An overview comparing the most popular TARA models
in the literature, along with their criteria and methodology, is
provided in Table 1. Given the straightforward connections
between attack assets, attack objectives, and attack goals,
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along with the comprehensive database for general vehicles
and its coverage of all criteria discussed in ISO/SAE 21434,
EVITA has been selected for evaluation in this research.

VCAT

In addition to TARA models and international standards,
various regional platforms and guidelines have been
developed to assess automotive cybersecurity. In Canada, the
Vehicle Cybersecurity Assessment Tool (VCAT) plays a
crucial role in evaluating TARA models, ensuring that
cybersecurity frameworks align with national requirements.
Developed by Transport Canada, VCAT is a
government-backed framework meticulously designed by
experts to assess automotive cybersecurity. Its parameters
and scoring system are based on industry standards, national
security challenges, and regulatory requirements, making it a
reliable, comprehensive, and well-validated tool for
evaluating TARA models within the Canadian context [9],
[33], [34].

Unlike traditional risk assessments that focus on individual
vehicles, VCAT takes a broader approach by evaluating the
overall effectiveness of cybersecurity frameworks and
protective measures. It examines the entire lifecycle of
automotive systems—from design and manufacturing to
operation and maintenance—to ensure the implementation of
robust security defenses against evolving cyber threats. [9].

VCAT consists of six distinct stages, each designed to
assess different aspects of vehicle cybersecurity, as outlined
below:

1. Risk Assessment Phase — In this stage, VCAT
evaluates various considerations for risk assessment,
including criteria, metrics, stakeholder involvement,
and alignment with industry standards. It specifically
examines whether the initial risk assessment
methodologies align with widely recognized standards,
such as those established by NIST [17]. Furthermore,
VCAT assesses critical components of TARA models
outlined in ISO/SAE 21434, including severity criteria,
attack paths, and other risk factors, ensuring that they
are consistent with established cybersecurity
frameworks and best practices.

2. Concept Phase — This phase assesses the integration of
cybersecurity considerations during the early design
and planning stages of automotive systems, ensuring
that all security requirements are addressed before
product development begins and providing a strong
foundation for cybersecurity implementation.

3. Product Development Phase — Following the concept
stage, this phase evaluates the cybersecurity measures
integrated into the manufacturing and software
development processes, ensuring that security best
practices are effectively incorporated during
production.

4. Cybersecurity Management Phase — From the
planning stage to development, establishing clear
policies and defining cybersecurity guidelines is
crucial. This phase evaluates governance structures,

security policies, and regulatory frameworks to ensure
that cybersecurity implementations comply with
industry standards and legal requirements.

5. Post-Development Phase — Even after development,
cybersecurity remains a key focus before products are
released to the market. This phase reviews
cybersecurity metrics, evaluates security mechanisms,
and assesses response strategies to ensure continued
protection against potential threats.

6. Continuous Cybersecurity Activities Phase -
Cybersecurity is an ongoing process that requires
continuous monitoring and adaptation. This phase
oversees security efforts, ensuring that automotive
systems remain resilient against emerging cyber threats
and evolving attack strategies.

Each of these phases is systematically assessed, allowing
VCAT to measure compliance levels and assign
corresponding scores. As a critical benchmarking tool,
VCAT validates the extent to which cybersecurity
requirements are met across different stages of the
automotive system. This structured evaluation ensures that
cybersecurity remains a fundamental and continuous aspect
of the automotive ecosystem, safeguarding it against
evolving cyber threats and vulnerabilities [33].

Since VCAT defines and assesses cybersecurity based on
Canadian requirements and metrics, it can be used as a tool to
evaluate other TARA models for compliance with Canadian
standards. As previously discussed, HEAVEN and EVITA
are two European models specifically designed for
automotive cybersecurity. To determine whether these
models meet Canadian cybersecurity criteria, VCAT can be
employed. In fact, VCAT provides a structured framework
for enhancing cybersecurity across all levels of the
automotive  ecosystem, including complete vehicle
architecture, sub-systems, individual components, and legacy
vehicles [9], [33]. Evaluating models like HEAVEN and
EVITA using VCAT can help identify areas for further
development and improvement within these frameworks.

In this study, the risk assessment phase of VCAT is
utilized to analyze the EVITA TARA model. VCAT
conducts its evaluation through a self-assessment
questionnaire designed to assess each criterion of the TARA
model, as outlined in Table 2. This evaluation involves a
detailed analysis of 24 critical parameters within a
25-question framework, systematically measuring their
effectiveness within the risk assessment model. The primary
objective is to ensure that the TARA stage aligns with
Canadian cybersecurity frameworks and metrics.

These 24 parameters serve as essential indicators, offering
crucial insights into the strength and reliability of the risk
assessment process. Each criterion in the questionnaire is
assigned a weight based on expert input and
Canadian-specific factors. Responses to all questions must be
provided in a yes or no format. For questions 1, 17, and 18, if
the answer is 'yes," supporting documentation must be
provided. A 'yes' answer to any question contributes the
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respective criterion’s weight to the overall score. However,
criteria associated with questions lacking supporting
documentation will be awarded only one point. For

evaluating EVITA, the documentation provided by [7] was
reviewed, and the risk assessment section form was
completed, as shown in Table 2.

Table 2: VCAT Risk Assessment Questionnaire

Risk Assessment (RA)

Response

RA1 |Is a Threat Analysis and Risk Assessment (TARA) performed utilizing threat agents, methods and objectives, common exposures on vehicle and/or subsystems?

Yes with Documentation

RA-2 |Is a cyber security risk assessment performed on the vehide? Y
RA-3 |Is a cyber security risk assessment performed on the vehide's sub-systems (e 2 braking system)? e
RA-3a |Is 3 cyber security risk assessment performed on the Advanced Driver Assistance Systems (ADAS) on the vehicle (e.g. cruise controls, lang-assist, forward collision warning, ete.)? No
RA-4 |Are there clear boundaries that define what is in scope for risk assessments? Yes
RA-5 |Is there 2 specified person or group that conducts the risk assessments? No
RA-6 |Does the risk assessment identify assets and their cyber security properties? a5
RA-7 |Does the risk assessment identify threat scenarips? Yes
RA-Z |Does the risk assessment rate the impact of the identified threat scenarips? Ve
RA-3 |Dioes the risk assessment include safety impact categories? Yes
RA-10 | Does the risk assessment include financial impact categories? Y
RA-11 | Does the risk assessment include operational impact categories? Ya
RA-12 | Dipes the risk assessment include privacy impact categories? Yes
RA-13 | Does the risk assessment identify attack paths that realize 2 threat scenario? Ve
RA-14 | Does the risk assessment determine the risk value (low to high risk), including the identified attack paths which can be exploited? Yes
RA-15 | Does the risk assessment determine the risk value (low to high risk) of a threat scenario? Ya
RA-16 | Dioes the risk assessment analyze publically known vulnerabilities (i.. Common Vulnerabilities and Exposures [CVEs))? No

RA-17 |Is there 2 defined process for mitigating risks identified by the risk assessment?

‘s with Documentation

RA-18 |Is there 2 defined process for validating the effectiveness of mitigating risks identified by the risk assessment?

‘fes with Documentation

RA-13||s there a defined process for recording the adverse and/or undesirable results of a compromised cyber security property? No

RA-20|Is there 2 documented process established to keep the cyber security risk assessment current?

RA-H |Are risk assessments conducted throughout the lifecycle of the system/component?

RA-22 |Are suppliers considered in the risk assessment?

RA-23 | Arg internal stakeholders considered in the risk assessment (.. other internal teams within the organization)?

RA-24 | Are external stakeholders considerad in the risk assessment (e.g. telematics service providers)?

|5 |& |5 |5

Evaluation

Considering the outlined questions and their respective
responses, the rationale and supporting evidence for each
'yes' or 'no’ answer are provided as follows.

R1: In the attack tree provided by EVITA, all connections
between attack methods, objectives, attack goals, and assets
are clearly outlined. By utilizing attack trees, EVITA offers a
comprehensive system evaluation and exploration, covering
various subsystems in vehicular systems, such as the chassis
and control, powertrain, head unit, and infotainment.
Therefore, we can conclude that threat agents, methods, and
objectives are adequately addressed in EVITA.

R2, R3: As stated in R1, EVITA categorizes vehicular
systems based on use cases, including powertrain, chassis &
safety, body electronics, and the head unit, further breaking
them down into their subsystems. Each subsystem is
thoroughly analyzed, and all potential attacks associated with
each use case have been explored. Hence, EVITA
satisfactorily answers both of these questions.

R3a: EVITA should be updated to reflect the evolving
requirements of modern vehicle systems. This highlights the
importance of regularly updating EVITA to keep pace with
advancements in the automotive industry. As autonomous
and electric vehicles continue to emerge, it is crucial that
TARA models evolve to address their unique cybersecurity
challenges.

R4: In EVITA, the specific use cases, requirements, goals,
and scope of the project are clearly defined. Additionally,
EVITA explores all possible attacker goals by conducting a
dark-side scenario analysis, considering nearly all potential
threats associated with automotive systems. Therefore, the
scope of the project is clearly defined by EVITA.

R5: Although EVITA does not specify who should
conduct the TARA, it provides detailed steps and guidelines
for conducting the assessment. As such, it does not score on
this particular question.

R6, R7: In the dark-side scenario, EVITA defines assets,
their associated threats, and their cybersecurity properties.
Among TARA models, EVITA stands out as one of the most
comprehensive projects, covering a wide range of threats and
assets.

R8: Similar to many other TARA models, EVITA
emphasizes the impact or severity of attacks. The impact is
derived from attack objectives in the attack tree, considering
the criteria outlined in ISO/SAE 21434,

R9, R10, R11, R12: EVITA’s impact rating defines all
four parameters—safety, financial, operational, and
privacy—per the ISO/SAE 21434 guidelines. Appropriate
scaling tables are provided for each parameter separately.

R13: The connection between threat scenarios and attack
paths is represented in the attack trees for each attack goal.
EVITA identifies attacker goals and traces them to attacker
objectives, linking them to attack methods and assets. This
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connection aids in determining the primary objective of each
attack method.

R14, R15: To determine the risk level (including impact
and feasibility), attack objectives and attack assets are
connected through the attack tree. Impact is derived from
attack objectives, while feasibility is calculated based on
assets.

R16: EVITA does not incorporate publicly known
databases such as CAPEC, CVE, and CWE. These databases
could facilitate the risk assessment process by connecting to
standardized assessment frameworks like CVSS. Since
EVITA is a European model, it does not include standards
commonly used in North America, thus missing the score in
this area.

R17,

R18: Security requirements and mitigations

associated with each attack asset are defined separately based
on the type of security requirement in EVITA.

R19: EVITA does not cover undesirable consequences and
outcomes of cybersecurity mitigations.

R20: To maintain an up-to-date TARA model, more
updated frameworks are required, which are not covered by
EVITA. As it is not a dynamic model, this aspect is lacking.

R21: EVITA does not cover all stages of the lifecycle,
whereas cybersecurity measures should be implemented
throughout the planning, production, development, and
post-development phases.

R22, R23, R24: Stakeholders and suppliers are not
considered in EVITA to the extent expected in VCAT.

Table 1: VCAT scoring system

Table 3: VCAT scoring system

Max score EVITA Evaluation
No Parameter Yes with doc | Yes Response EVITA score
RA-1 | TARA methodology 9 1 Yes 10
RA-2 | Vehicle system N/A 11 Yes 11
RA-3 | Vehicle subsystems N/A 11 Yes 11
RA-3a | ADAS systems N/A 11 No 0
RA-4 | Scope definition N/A 1 Yes 1
RA-5 | Responsible party N/A 1 No 0
RA-6 | Asset identification N/A 4 Yes 4
RA-7 | Threat scenarios N/A 4 Yes 4
RA-8 |Impact rating N/A 8 Yes 8
RA-9 | Safety impact N/A 4 Yes 4
RA-10 |Financial impact N/A 4 Yes 4
RA-11 |Operational impact N/A 8 Yes 8
RA-12 | Privacy impact N/A 4 Yes 4
RA-13 | Attack paths N/A 8 Yes 8
RA-14 |Risk determination N/A 8 Yes 8
RA-15 | Scenario risk level N/A 8 Yes 8
RA-16 |Public vulnerabilities N/A 8 No 0
RA-17 |Risk mitigation 9 1 Yes 10
RA-18 | Mitigation validation 9 1 Yes 10
RA-19 | Adverse outcomes N/A 11 No 0
RA-20 |Risk assessment updates | N/A 11 No 0
RA-21 |Lifecycle assessment N/A 11 No 0
RA-22 | Supplier involvement N/A 11 No 0
RA-23 |Internal stakeholders N/A 8 No 0
RA-24 | External stakeholders N/A 8 No 0

Max Score 193 EVITA score 113
Performance Score 0.585492228

RESULT OF EVALUATION

After evaluating the questionnaire responses, a score was
calculated based on the weight assigned to each parameter, as

shown in Table 3. Parameters 1, 17, and 18 received 10 points
for having supporting documentation (1 point for a "yes"
response and an additional 9 points for supporting evidence).
The maximum possible score is 193, while EVITA achieved
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a score of 113. This indicates that EVITA meets
approximately 59% of the criteria outlined in the Canadian
metric for Threat Analysis and Risk Assessment (TARA),
highlighting areas that require further development. To
improve EVITA, the following suggestions address the areas
where it lost points in the VCAT assessment:

1. Incorporate Publicly Known Vulnerabilities: EVITA
should integrate publicly available vulnerability
databases such as CWE, CVE, and CAPEC. While
EVITA defines attack methods, objectives, and assets,
establishing a direct connection between these
vulnerabilities and attack parameters would improve its
alignment with industry standards and enhance its
ability to identify best practices and mitigation
strategies.

2. Update for Modern Vehicle Architectures: EVITA
should be revised to reflect the evolving structure of
modern  vehicles, including advancements in
autonomous and electric vehicle technology. Given the
rapid pace of innovation, regular updates are necessary
to address emerging threats and ensure continued
effectiveness.

3. Expand Risk Assessments Across the Vehicle
Lifecycle: Risk assessments should be conducted at all
stages of a vehicle system's lifecycle, including design,
manufacturing, distribution, and operation. This would
help ensure that appropriate security measures are
implemented at every phase.

4. Include All Stakeholders in Risk Assessments: The risk
assessment process should consider both internal and
external stakeholders, as specific threats may
disproportionately impact different groups. Their
inclusion would provide a more comprehensive
evaluation of potential cybersecurity risks.

5. Enhance Documentation and Role Definition: The risk
assessment process should be well-documented, clearly
defining roles, responsibilities, and methodologies. A
diverse team representing various organizational
perspectives should conduct the assessment to ensure a
well-rounded and thorough evaluation.

CONCLUSION

This study highlights the critical role of cybersecurity in
the automotive sector through a comprehensive threat
analysis and risk assessment. Various TARA models were
examined, with a focus on those specifically designed for the
automotive industry. Among them, EVITA and HEAVENS
emerged as prominent models. After careful evaluation,
EVITA was selected as a comprehensive TARA model that
aligns with ISO/SAE 21434 criteria, particularly in terms of
risk severity and feasibility.

Since EVITA is a European model, it was assessed against
Canadian guidelines using VCAT. The evaluation identified
several deficiencies, leading to recommendations based on
VCAT metrics. The most critical issue is the lack of
consideration for publicly known vulnerabilities, such as

CWE, CVE, and CAPEC. These vulnerability databases
should be integrated into EVITA to enhance its assessment of
attack assets. Additionally, recommendations were made to
incorporate both internal and external stakeholders and to
ensure that TARA implementation covers the entire lifecycle
of vehicular systems.
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